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CHALLENGES TO SECURITY IN SPACE

Space-based capabilities provide integral support to military, commercial, and civilian applications.
Longstandingtechnological and costbarriersto space arefalling, enabling more countries and commercial
firms to participate in satellite construction, space launch, space exploration, and human spaceflight.
Although these advancements are creating new opportunities, new risks for space-enabled services
have emerged. Having seen the benefits of space-enabled operations, some foreign governments are
developing capabilities that threaten others’ ability to use space. China and Russia, in particular, have
taken steps to challenge the United States:

+ Chinese and Russian military doctrines indicate that they view space as important to modern warfare
and view counterspace capabilities as a means to reduce U.S. and allied military effectiveness. Both
reorganized their militaries in 2015, emphasizing the importance of space operations.

+ Both have developed robust and capable space services, including space-based intelligence,
surveillance, and reconnaissance. Moreover, they are making improvements to existing systems,
including space launch vehicles and satellite navigation constellations. These capabilities provide
their militaries with the ability to command and control their forces worldwide and also with
enhanced situational awareness, enabling them to monitor, track, and target U.S. and allied forces.

+ Chinese and Russian space surveillance networks are capable of searching, tracking, and
characterizing satellites in all earth orbits. This capability supports both space operations and
counterspace systems.

+ Both states are developing jamming and cyberspace capabilities, directed energy weapons, on-orbit
capabilities, and ground-based antisatellite missiles that can achieve a range of reversible to
nonreversible effects.

Iran and North Korea also pose a challenge to militaries using space-enabled services, as each has
demonstrated jamming capabilities. Iran and North Korea maintain independent space launch capabilities,
which can serve as avenues for testing ballistic missile technologies.

The advantage the United States holds in space—and its perceived dependence on it—will drive actors to
improve their abilities to access and operate in and through space. These improvements can pose a threat
to space-based services across the military, commercial, and civil space sectors.
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CHALLENGES TO SECURITY IN SPACE

Although the United States and the former Soviet Union dominated early space activities, space capabilities
have proliferated over the past six decades as technological and cost barriers have fallen. These capabilities
provide important support to many of society’s daily activities, including communications, navigation,
financial transactions, and weather monitoring. As of 2018, over 1,800 active satellites are on orbit, which
are owned and operated by over 50 countries and multinational organizations.! Nine countries and one
international organization can independently launch spacecraft: China, India, Iran, Israel, Japan, Russia,
North Korea, South Korea, the United States, and the European Space Agency (from French Guiana).?

Space has also become more commercialized. The commercial space sector is involved in space launch,
communications, space situational awareness, remote sensing, and even human spaceflight. These firms
not only supply products to governments, but they also compete commercially.?

The number of objects on orbit—both active satellites and orbital debris—will continue to increase rapidly
with the wider availability of lower cost, small satellites and with the prospect of large constellations
consisting of thousands of satellites. The challenge of space congestion will grow, and actors will need
better capabilities to track and identify objects and prevent collisions in space.*®

Space capabilities have become central to many military operations, including missile warning, geolocation
and navigation, target identification, and tracking of adversary activities. The military and intelligence
collection capabilities that government and commercial remote sensing satellites provide is reducing the
ability of all countries to remain undetected while performing sensitive testing and evaluation activities or
military exercises and operations.%’

Some actors are seeking ways to deny the effectiveness of the United States, having witnessed more
than 25 years of U.S. military successes enabled by space capabilities.® China and Russia, in particular, are
developing a variety of means to exploit perceived U.S. reliance on space-based systems and challenge the
U.S. position in space.® Iran and North Korea also have demonstrated some counterspace capabilities that
could pose a threat to militaries using space-based services.

While China and Russia are developing counterspace weapons systems, they are promoting agreements at
the United Nations that limit weaponization of space. Their proposals do not address many space warfare
capabilities, and they lack verification mechanisms, which provides room for China and Russia to continue
to develop counterspace weapons.'®!" The 1967 Outer Space Treaty prohibits placing weapons of mass
destruction on orbit and on any celestial body and it prohibits using celestial bodies for military bases,
testing, or maneuvers. 107 states have ratified the treaty, including the United States, China, North Korea,
and Russia. Iran is one of 23 states that have signed, but not ratified, the treaty."



Key Space Concepts

Communication Satellites: Communication satellites provide voice communications, television broad-
casts, broadband internet, mobile services, and data transfer services for civil, military, and commercial
users worldwide.'3

Intelligence, Surveillance, and Reconnaissance (ISR): ISR satellites support civil, commercial, and mili-
tary purposes. Civil and commercial ISR satellites provide remote sensing data, which includes data on
the Earth’s land, sea, and atmosphere. ISR satellites support a variety of military activities by providing
signals intelligence, warning (including of ballistic missile activity), battle damage assessments, and mil-
itary force disposition.'*1

Missile Warning: Missile warning uses space-based and terrestrial sensors to notify countries of missile attacks
and can enable defensive or offensive operations in response. Space-based sensors usually provide the first
indication of a launch and ground-based radars provide follow-on information and confirm the attack.

Positioning, Navigation, and Timing (PNT): Satellite navigation constellations provide PNT data that
enable civilian, commercial, and military users to determine their precise location and local time. The
European Union, Russia, and the United States’ satellite navigation constellations offer global coverage,
and Japan and India operate regional systems. China operates both a regional and worldwide satellite
navigation system.'®

Satellite Command and Control (C2) Architecture: The satellite C2 architecture is how users control
and communicate with satellites. The control center uses the uplink to the spacecraft to deliver com-
mands. The spacecraft downlink is how data is sent from the spacecraft to a ground station that has the
necessary antennas, transmitters, and receivers to receive the data. Some satellite constellations use
relay satellites, which enable communication between satellites outside the reception area of a ground
station.'”” Any component of the architecture is vulnerable to attack, ranging from physical vulnerabili-
ties of a ground site to electronic warfare (EW) disrupting the connection between the space segment
and the operator.
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Space Launch: Space launch is the ability to deliver payloads into space. Space launch vehicles (SLV) can
deploy, sustain, augment, or reconstitute satellite constellations in support of military, civilian, or com-
mercial customers.'®



Key Counterspace Concepts

Cyberspace Threats: Cyberspace pervades all other warfighting domains, including space, and many
space operations depend on cyberspace and vice versa.' With sophisticated knowledge of satellite C2
and data distribution networks, actors can use offensive cyberspace capabilities to enable a range of
reversible to nonreversible effects against space systems, associated ground infrastructure, users, and
the links connecting them.

Directed Energy Weapons (DEW): DEW use directed energy to disrupt, damage, or destroy enemy equip-
ment and facilities.?? These weapons, which can have effects ranging from temporary to permanent, include
lasers, high-power microwaves, and other types of radiofrequency weapons. It can be difficult to attribute
the origin of a DEW attack, depending on the type.

P

Kinetic Energy Threats Directed Energy Weapons

Electronic Warfare: EW includes using jamming and spoofing techniques to control the electromagnetic spec-
trum.?’ EW can be challenging to attribute and distinguish from unintentional interference. Uplink jamming is
directed toward the satellite and impairs services for all users in the satellite reception area. Downlink jamming has
a localized effect because it is directed at ground users, such as a ground forces unit using satellite navigation to
determine their location. Spoofing deceives the receiver by introducing a fake signal with erroneous information.
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Kinetic Energy Threats: Kinetic energy threats, or antisatellite (ASAT) missiles, are designed to destroy satel-
lites without placing the weapon system or any of its components into orbit. These systems typically consist
of a fixed or mobile launch system, a missile, and a kinetic kill vehicle. These weapons could also be launched
from aircraft. Once released, the kinetic kill vehicle uses an onboard seeker to intercept the target satellite.
Ground-based ASAT missile attacks are more easily attributed than some other counterspace weapons,
such as DEW, and their effects can create orbital debris.

Orbital Threats: Orbital or space-based systems are satellites that can deliver temporary or permanent
effects against other spacecraft. These systems could include payloads such as kinetic kill vehicles, radiof-
requency jammers, lasers, chemical sprayers, high-power microwaves, and robotic mechanisms. Some of
these systems, such as robotic technology for satellite servicing and repair and debris removal, have peace-
ful uses but can also be used for military purposes.

High-power Microwaves Radiofrequency Jammers

Chemical Sprayers Kinetic Kill Vehicles Robotic Mechanisms

Space Situational Awareness (SSA): SSA is having current knowledge of a space object’s location and the
ability to track and predict its future location; it also incorporates understanding of an actor’s intent for their
spacecraft.?? SSA is necessary for space operations, including the ability to successfully target space objects
and assess the effectiveness of an attack. Space object surveillance and identification sensors, which can
include telescopes, radars, and space-based sensors, provide the data for SSA.2

Signals




CHALLENGES TO SECURITY IN SPACE

Space-based Services

Since the late 1950s, space-enabled technologies have come to provide critical, yet often unrecognized,
support to many of modern society’s daily activities. Technological advancement and lower-cost barri-
ers mean society is increasingly reliant on these technologies, and losing access to space-based services
would have far-reaching effects.

Space-enabled applications heavily impact our daily lives in four areas: navigation, communications,
remote sensing, and science and exploration.?

Space-based PNT services, such as GPS, provide position and navigation data that enables the use of satel-
lite navigation for directions for routine activities. Positioning and navigation services support sea, ground,
and air transportation services, such as by helping plan more efficient routes and managing route conges-
tion. For militaries, PNT data, among other things, allows for the precise targeting for munitions and air,
land, and sea navigation.

PNT signals, especially precise timing, also provide critical support to modern infrastructure. Without precise
timing, financial institutions would be unable to create timestamps for transactions, impacting the public's
ability to use ATMs and credit cards, and utility companies would be unable to efficiently transmit power.?®

Communications satellites—which comprise the majority of satellites on orbit—support global com-
munications and complement terrestrial communications networks.?® Losing these satellites can have
wide-ranging impacts, which was illustrated in 1998 when a U.S. communications satellite suffered a
computer failure—people were unable to pay for gas, hospitals were unable to contact physicians who
relied on pagers, and television stations were unable to deliver programming.?” For militaries, satellite
communications improve situational awareness and allow forces greater mobility by eliminating the
need for ground-based infrastructure.?

Without remote sensing satellites—which provide data on the Earth’s land, sea, and atmosphere—soci-
ety would be unable to benefit from weather forecasting, including preparing for weather emergencies.
These satellites provide data about the terrain and environment, which range from assisting businesses
in determining areas with mineral resources to assisting farmers in identifying potential agricultural
disasters. These satellites also support the military by providing ISR data that enables militaries to iden-
tify adversary capabilities, track troop movements, and locate potential targets.?

An inability to access space for scientific purposes could impact technological innovation. In addition to
providing insights into the nature of Earth and the universe, society has benefitted from technological
advances enabled by space research and space exploration activities. These advancements include cell
phone cameras, better metal alloys for jet engine turbines, solar panels, memory foam, portable com-
puters, and compact water purification systems.303!

1
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Orbit Types and Uses

GEO

Orbits are notional and for illustrative purposes only.

HEO

ALTITUDE*

Low Earth Orbit (LEO)

Up to 2,000 km

Approx. 2,000 to 35,000 km

Highly Elliptical Orbit (HEO)

LEO altitudes at perigee
(nearest to Earth)

Approx. 40,000 km at apogee
(farthest from Earth)

Geosynchronous Earth
Orbit (GEO)

Approx. 36,000 km

- Communications
- ISR
- Human Spaceflightt

- Communications

Position, Navigation, and Timing

- Communications
- ISR
- Missile Warning

- Communications
- ISR
- Missile Warning

*The advantages of higher orbits for communications and ISR are near-persistent coverage of most of the Earth in view of the satellite, but limited
access to polar regions. LEO satellites cover all parts of the world, including the poles, but for shorter periods based on the speed of the satellite.

T With the exception of nine U.S. Apollo missions to the Moon, all human spaceflight has been completed in LEO.

Visualization: DIA, D3 Design « 1811-19948



CHALLENGES TO SECURITY IN SPACE

“To explore the vast cosmos, develop the space industry, and build China into a space power is a

dream we pursue unremittingly.”

China has devoted significant economic and politi-
cal resources to growing all aspects of its space pro-
gram, from improving military space applications to
developing human spaceflight and lunar explora-
tion programs. China’s journey toward a space capa-
bility began in 1958, less than 9 months after the
launch of Sputnik-1. However, China’s aspirations to
match the Soviet Union and the United States soon
faced self-imposed delays due to internal political
dynamics that lasted until the late 1960s. China did
not launch its first satellite until April 1970. In the
early 1980s, China's space program began moving
with purpose.®

Beijing now has a goal of “[building] China into a
space power in all respects.”® Its rapidly growing
space program—China is second only to the United
States in the number of operational satellites—is
a source of national pride and part of President Xi
Jinping's “China Dream” to establish a powerful and
prosperous China. The space program supports
both civil and military interests, including strength-
ening its science and technology sector, international
relationships, and military modernization efforts.
China seeks to achieve these goals rapidly through
advances in the research and development of space
systems and space-related technology.37:38:39.40.41

China officially advocates for peaceful use of space,
and itis pursuing agreements at the United Nations

—China’s Space White Paper, December 26, 20163

on the nonweaponization of space.* Nonetheless,
China continues to improve its counterspace weap-
ons capabilities and has enacted military reforms
to better integrate cyberspace, space, and EW into
joint military operations.

China launched the Shenzhou-9 in June 2012, which was
the first crewed spacecraft to dock with the Tiangong-1
space laboratory.

13



14

Strategy, Doctrine,
and Intent

China’s Military Strategy

In 2015, Beijing directed the People’s Liberation
Army (PLA) to be able to win “informatized local
wars” with an emphasis on “maritime military
struggle.” Chinese military strategy documents
also emphasize the growing importance of
offensive air, long-distance mobility, and space
and cyberspace operations. China expects that
its future wars mostly will be fought outside its
borders and will involve conflict in the maritime
domain. China promulgated this through its most
recent update to its “military strategic guidelines,”
the top-level directives that Beijing uses to define
concepts, assess threats, and set priorities for
planning, force posture, and modernization.

The PLA uses “informatized” warfare to describe
the process of acquiring, transmitting, process-
ing, and using information to conduct joint mil-
itary operations across the domains of land,
sea, air, space, cyberspace, and the electromag-
netic spectrum during a conflict. PLA writings
highlight the benefit of near-real-time shared
awareness of the battlefield in enabling quick,
unified effort to seize tactical opportunities.®

The PLA views space superiority, the ability to con-
trol the information sphere, and denying adver-
saries the same as key components of conduct-
ing modern “informatized" wars.444546:474849 Since
observing the U.S. military's performance during
the 1991 Gulf War, the PLA embarked on an effort
to modernize weapon systems and update doctrine
to place the focus on using and countering adver-
sary information-enabled warfare.

Space and counterspace operations will form inte-
gral components of PLA campaigns, given China's
perceptions of the importance of space-enabled

operations to U.S. and allied forces and the growing
importance of space to enable beyond-line-of-sight
operations for deployed Chinese forces. The PLA also
sees counterspace operations as a means to deter
and counter a possible U.S. intervention during a
regional military conflict.®*5" PLA analysis of U.S. and
allied military operations states that “destroying or
capturing satellites and other sensors” would make
it difficult to use precision guided weapons.5? More-
over, PLA writings suggest that reconnaissance, com-
munications, navigation, and early warning satellites
could be among the targets of attacks designed to
“blind and deafen the enemy."s

Key Space and
Counterspace
Organizations

China's space program has a complex structure
and comprises organizations in the military, polit-
ical, defense-industrial, and commercial sectors.
The PLA historically has managed China’'s space
program, and it continues to invest in improving
China's capabilities in space-based ISR, satellite
communication, and satellite navigation, as well as
human spaceflight and robotic space exploration.®
State-owned enterprises are China's primary civilian
and military space contractors, but China is placing
greater emphasis on decentralizing and diversifying
its space industry to increase competition.%

As part of the military reforms announced in 2015,
China established the Strategic Support Force (SSF)
to integrate cyberspace, space, and EW capabilities
into joint military operations.%:558 The SSF forms the
core of China’s information warfare force, supports
the entire PLA, and reports directly to the Central
Military Commission. The SSF likely is responsible
for research and development of certain space and
counterspace capabilities. The SSF's space function
is focused primarily on satellite launch and opera-
tions to support PLA ISR, navigation, and communi-
cation requirements.%
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In December 2015, President Xi conferred a military flag to the new Strategic Support Force Commander Lt. Gen.
Gao Jin (left), who was later promoted to general.80 Gen. Gao previously served as the head of the PLA think tank,
the Academy of Military Sciences, which publishes documents on PLA doctrine.6!

Currently, the State Council's State Administra-
tion for Science, Technology, and Industry for
National Defense (SASTIND) is the primary civil
organization that coordinates and manages Chi-
na's space activities, including allocating space
research and development funds.®? It also main-
tains a working relationship with the PLA organi-
zation that oversees China’s military acquisitions.
SASTIND guides and establishes policies for
state-owned entities conducting China’s space
activities, whereas the State-owned Assets Super-
vision and Administration Commission provides
day-to-day management.6364

The China National Space Administration (CNSA)
serves as the public face of China’s civil space
efforts.®® China is increasingly using these efforts

to bolster relationships with countries around
the world, providing opportunities to lead the
space community.%667.68 |n April 2018, CNSA stated
that China had signed 21 civil space cooperation
agreements with 37 countries and four interna-
tional organizations.%

In the commercial space sector, mixed-owner-
ship enterprises such as Zhuhai Orbita, Expace,
and OK-Space offer remote sensing, launch, and
communication services.”®’72 Many of these space
technologies can serve a civilian and military pur-
pose and China emphasizes “civil-military inte-
gration"—a phrase used, in part, to refer to the
leveraging of dual-use technologies, policies, and
organizations for military benefit.”3

15
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Space and Counter-
space Capabilities

Space Launch Capabilities

China is improving its space launch capabilities to
ensure it has an independent, reliable means to
access space and to compete in the international
space launch market. Recent improvements reduce
launch timelines, increase manufacturing efficien-
cies, and support human spaceflight and deep-space
exploration missions.”* These improvements include

Chinese Space Launch Vehicles

new, modular SLVs that allow China to tailor an SLV
to the specific configuration required for each cus-
tomer. Using modular SLVs can lead to increases
in manufacturing efficiency, launch vehicle reliabil-
ity, and overall cost savings for launch campaigns.”™
Chinais also in the early stages of developing a super
heavy-lift SLV similar to the U.S. Saturn-V or the
newer Space Launch System to support proposed
crewed lunar and Mars exploration missions.”

China has developed a “quick response” SLV to
increase its attractiveness as a commercial small
satellite launch provider and to rapidly reconsti-
tute LEO space capabilities, which could support
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The launch vehicles depicted are representative of China’s launch capabilities. Additional light-, medium-, and heavy-
lift vehicles are in development. China uses its light-lift vehicles to place small payloads into LEO and its medium lift to
place larger satellites in MEO and smaller satellites in GEO. The LM-5 heavy-lift SLV supports launching crewed space
station components to LEO and heavy payloads to GEO. The developmental LM-9 primarily will support missions to the

Moon and Mars.

Visualization: DIA, D3 Design + 1811-19984
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Chinese Space Launch Sites and Key Satellite Control Centers
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China has four launch sites. The newest, Wenchang on Hainan Island, has a launch latitude closer to the Equator,
which provides a more efficient path to launch satellites into GEO. China’s main satellite control center is in Xian
and its primary control center for human spaceflight and lunar missions is in Beijing.””

Visualization: DIA, D3 Design + 1811-19969

military operations during a conflict or civilian be stored launch-ready for longer periods. Cur-
response to disasters. Compared to medium-and rently, due to their limited size, quick response
heavy-lift SLVs, these quick response SLVs are SLVs such as the KZ-1, LM-6, and LM-11 are only
capable of expedited launch campaigns because capable of launching relatively small payloads

they are transportable via road or rail and can into LEO.787980
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Human Spaceflight and
Space Exploration

In 2003, China became the third country to achieve
independent human spaceflight, when it successfully
orbited the crewed Shenzhou-5 spacecraft, followed
by space laboratory Tiangong-1 and -2 launches in
2011 and 2016, respectively. By 2022, China intends
to assemble and operate a permanently inhabited,
modular space station that can host Chinese and for-
eign payloads and astronauts.?!82

In December 2013, China conducted the first “soft-land-

ing” on the Moon since 1976.83 The lunar rover, Yutu, took
this image of the Chang’e-3 lunar lander that month.

Chinese Satellites on Orbit, as of 1 May 2018

Chinais also the third country to have landed a rover
on the Moon and performed the first-ever landing
on the lunar far side with its Chang'e-4 rover and
lander in January 2019.8485 Because it is not possible
to communicate directly with objects on the far side
of the Moon, China launched a lunar relay satellite
in May 2018 to enable communication between the
Chang'e-4 and the Earth.%6#

Additionally, China announced plans in March
2018 to assemble a robotic research station on
the Moon by 2025 and has started establishing
the foundation for a human lunar exploration
program to put astronauts on the Moon in the
mid-2030s.88:89

ISR, Navigation, and
Communications Capabilities

China employs a robust space-based ISR capabil-
ity designed to enhance its worldwide situational
awareness. Used for military and civil remote sens-
ing and mapping, terrestrial and maritime surveil-
lance, and military intelligence collection, China’s ISR
satellites are capable of providing electro-optical and
synthetic aperture radar (SAR) imagery, as well as
electronic intelligence and signals intelligence data.®

91,92
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1 Relay satellites enable communication between satellites outside the reception area of a ground station.
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China launched the world'’s first guantum communications satellite in 2016, and this composite time-lapse photo shows
a ground-to-space link to enable the quantum teleportation of data in a quantum state. The red light emanating from
the ground station is the uplink laser beacon, which is connecting with the satellite. Due to the time-lapse photo, light
from the downlink beacon traces the path of the satellite, shown by the white, dashed line. China has included quantum
communications and computing as one of its focus areas for research and development for 2016-2020.93

As of May 2018, the Chinese ISR and remote sensing
satellite fleet contains more than 120 systems—a
quantity second only to the United States.%

The PLA owns and operates about half of these
ISR systems, most of which could support monitor-
ing, tracking, and targeting of U.S. and allied forces
worldwide, especially throughout the Indo-Pacific
region. These satellites also allow the PLA to main-
tain situational awareness of potential regional
flashpoints, including the Korean Peninsula, Taiwan,
and the South China Sea.%-%%

China also owns and operates over 30 communi-
cations satellites, with 4 dedicated to military use.%
China produces its military-dedicated satellites
domestically and its civil communications satellites
incorporate off-the-shelf commercially manufac-
tured components.%

Additionally, China has embarked on several ambi-
tious plans to propel itself to the forefront of the
global satellite communications (SATCOM) indus-
try. 100,101,102 China is testing multiple next-generation
capabilities, such as quantum-enabled communica-
tions, which could supply the means to field highly
secure communications systems.103

China is continuing to improve its indigenous
satellite navigation constellation. China offers
regional PNT services and achieved initial oper-
ating capability of its worldwide, next-generation
BeiDou constellation in 2018.194105 |n addition to
providing PNT, the BeiDou constellation offers
unique capabilities, including text messaging and
user tracking through its short messaging ser-
vice, to enable mass communications between
BeiDou users and provide additional C2 capabili-
ties for the PLA,106.107

19
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China also exports its satellite technology glob-
ally, including its indigenously-developed commu-
nications satellites. China intends to provide SAT-
COM support to users worldwide and has plans
to develop at least three new communications
constellations.08109.110 China also intends to use its
BeiDou constellation to offer additional services
and incentives to countries taking part in the “Belt
and Road Initiative.” BeiDou supports that initia-
tive's emphasis on building strong economic ties
with other countries and shaping their interests to
align with China’s. 1112

Counterspace Capabilities

Space Situational Awareness. China has a robust
network of space surveillance sensors capable of
searching, tracking, and characterizing satellites in all
Earth orbits. This network includes a variety of tele-
scopes, radars, and other sensors that allow China
to support missions including intelligence collection,

This Chinese Yuan Wang space tracking ship, which
supports space launch operations from positions in the
Pacific, is part of China’s SSA network.115

Chinese International SSA Cooperation

counterspace targeting, ballistic missile early warn-
ing, spaceflight safety, satellite anomaly resolution,
and space debris monitoring.'3114

Electronic Warfare. The PLA considers EW capabilities
key assets for modern warfare and its doctrine empha-
sizes using EW weapons to suppress or deceive enemy
equipment.8 The PLA routinely incorporates jamming
and anti-jamming techniques against multiple commu-
nication, radar systems, and GPS satellite systems in
exercises."” China continues to develop jammers ded-
icated to targeting SAR aboard military reconnaissance
platforms, including LEO satellites.''®1'® Additionally,
China is developing jammers to target SATCOM over a
range of frequency bands, including military protected
extremely high frequency communications.120:121

Directed Energy Weapons. China likely is pursuing
laser weapons to disrupt, degrade, or damage sat-
ellites and their sensors and possibly already has
a limited capability to employ laser systems against
satellite sensors. China likely will field a ground-based
laser weapon that can counter low-orbit space-based
sensors by 2020, and by the mid-to-late 2020s, it may
field higher power systems that extend the threat to
the structures of non-optical satellites. 2212312412512

Cyberspace Threats. China emphasizes offensive
cyberspace capabilities as key assets for integrated
warfare and could use its cyberwarfare capabilities
to support military operations against space-based
assets.’?128 For example, the PLA could employ its
cyberattack capabilities to establish information
dominance in the early stages of a conflict to con-
strain an adversary’s actions, or slow its mobilization

China leads the Asia-Pacific Space Cooperation Organization—a multilateral organization with rotating
leadership whose members include emerging spacefaring nations such as Iran—that oversees a space
surveillance project known as the Asia-Pacific Ground-Based Optical Space Object Observation System
(APOSOS). As part of the project, China provided three 15 cm telescopes to Peru, Pakistan, and Iran that
are capable of tracking objects in LEO and GEO. All tasking information and subsequent observation data
collected is funneled through the Chinese Academy of Science’s National Astronomical Observatory of
China. APOSOS has near full coverage of GEO and LEO. The organization is planning on improving optical

system capabilities, coverage, and redundancy.!2%130



and deployment by targeting network-based com-
mand, control, communications, computers, intel-
ligence, surveillance, and reconnaissance (C4ISR),
logistics, and commercial activities.

The PLA also plays a role in cyberespionage target-
ing foreign space entities, consistent with broader
state-sponsored industrial and technical espionage
to increase the level of technologies and expertise
available to support military research and devel-
opment and acquisition. The PLA unit responsible
for conducting signals intelligence has supported
cyberespionage against U.S. and European satellite
and aerospace industries since at least 2007.13"132

Orbital Threats. China is developing sophisticated
on-orbit capabilities, such as satellite inspection
and repair, at least some of which could also func-
tion as a weapon. China has launched multiple sat-
ellites to conduct scientific experiments on space
maintenance technologies and it is conducting
space debris cleanup research.133134135,136

Kinetic Energy Threats. The PLA has an operational
ground-based ASAT missile intended to target LEO
satellites. China has also formed military units that
have begun training with ASAT missiles.!37.138139

Other Counterspace Technology Development.
China probably intends to pursue additional ASAT
weaponscapableofdestroyingsatellitesupto GEO.
In 2013, China launched an object into space on

China’s 2007 test of its ground-based ASAT missile
destroyed one of its own defunct satellites in LEQ.140.141
The graphic depicts the orbits of trackable debris gen-
erated by the test 1 month after the event. The white line
represents the International Space Station’s orbit.

a ballistic trajectory with a peak altitude above
30,000 km. No new satellites were released from
the object, and the launch profile was inconsistent
with traditional SLVs, ballistic missiles, or sound-
ing rocket launches for scientific research.#?
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