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1. Technology will continue to shape the 
social, cultural, and economic fabrics of 
our societies at the individual, community 
and state levels across the world. New and 
emerging technologies offer enormous 
opportunities for raising productivity 
and living standards, improving health, 
and conserving natural resources. The 
introduction of Artificial Intelligence (AI), 
autonomous systems, additive manufacturing, 
robotics, nanotechnology, chemistry,  
bio-technology and a significantly improved 
human-machine interface has the potential 
to help humanity solve problems. However, 
these technologies have the potential to create 
disruption and might result in large scale 
changes to employment while raising ethical 
concerns and instability. These technologies 
may also bring new hazards, requiring an 
improved capacity for risk assessment and 
management.

2. Continued development across the range 
of technology is enabled by exponential 
advances in the computing power described 
by Moore’s Law. Greater affordability of digital 
technology, ubiquitous wireless networks and 
mobile devices have created the conditions for 
users to connect and communicate anywhere 
and at any time. The digitalization of society, 
sharing of information, and leveraging of 
ever-increasing computer power will lead to 
significant advances across a wide swathe 
of applications. The ability to combine and 

recombine these technologies, to build on 
existing advances, will drive innovation. That 
said, societal expectations that technology can 
solve most problems might be unreasonable.
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Technological developments generally, 
but AI specifically, are expected to enable 
humans to achieve a profound new state. 
Advances in genetics, nanotechnology, and AI 
will dramatically increase human longevity. 
Intelligent machines will become more human at 
the same time that humans become significantly 
augmented by technology. In the past machines 
have automated manual labour; in the future 
they will become capable of automating 
intellectual tasks. This should result in a new age 
of collaboration between humans and machines. 
While some argue that such changes will bring 
abundance, others focus on perils, disruptive or 
unforeseen effects of rapid development.

ALTERNATIVE VIEW - 
AI AND THE HUMAN-
MACHINE INTERFACE:

NATO UNCLASSIFIED - PUBLICLY DISCLOSED



RATE OF
TECHNOLOGY
ADVANCE

3. Advances in technology and innovation will 
accelerate as they are fuelled by continued 
exponential increases in computing power 
and advances that augment human 
intelligence. Though not all technologies 
advance simultaneously, improvements 
in single technologies lead to advances in 
others in an amplifying way. This is likely to 
lead to surprising combinations and novel 
applications, resulting in both positive and 
negative impacts, but will most certainly fuel 
innovation across the breadth of commercial 
and defence applications.

4. The rapid rate of advancement in technology 
is significantly leading the development 
of supporting policy and legal regulations. 
For example, AI and autonomous system 
technologies will challenge moral values 
and ethical principles. In light of continued 
population growth and a greater number of 
users connected to the Internet, the demand 
for energy to run this vast, growing and 
complex network will increase.
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”IMPLICATIONS
a. Rapid development of technology 
challenges interoperability. While new 
technologies may provide tools to further 
improve interoperability, the disproportionate 
rates of technological development amongst 
Alliance Nations could lead to compatibility 
issues. Additionally, the rate of advancement, 
along with the potential for unanticipated 
employment of emerging technologies, 
increases the level of uncertainty. Adaptive 
mind-sets and technological awareness will 
be needed to keep pace with and facilitate the 
adoption of new technologies.

b. Increasing legal and ethical concerns. 
New technologies, such as offensive cyber, 
AI, autonomous systems and human 
enhancement, are not yet widely accepted. 
Divergent ethical and legal interpretations, 
and acceptance of the evolving technologies, 

create differing levels of adoption and a 
reluctance to partner with Nations that employ 
such technologies in military operations. 
Policy and legal frameworks will need to keep 
pace with accelerating technological change.
 
c. The rate of technical advancement 
challenges acquisition and life-cycle 
management processes. Exploitation of 
state-of-the-art technology will require a 
change to defence and security organizations’ 
acquisition and life-cycle management 
processes. Programmes today, and in the 
future, will require the flexibility to conduct 
technology insertion at every stage of design, 
build, delivery and service in the life-cycle of 
major military equipment. The procurement 
system must retain the flexibility to incorporate 
the latest technology at any point of the life-
cycle.
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ACCESS 
TO 
TECHNOLOGY

5. The ability of individuals, states and 
non-state actors to access technology 
has significantly increased. While current 
acquisition processes could hinder the fielding 
of new technologies within the Alliance, 
potential adversaries could gain advantage 
as some sensitive technology becomes more 
widely available. The increased access to 
technology empowers individuals to conduct 
research and development and to operate 
in new technology areas that are outside the 
control of states and commercial business. 
Moreover, while the international community 
of states is bound by norms, regulations and 
international agreements, some states and 
non-state actors may not be so observant. 
Alliance capabilities will need to keep pace 
with the evolving technological landscape 
that will drive faster obsolescence thus 
reducing capabilities over time.    

IMPLICATIONS
a. Access to technology enables 
disruptive behaviours. The current  
near-monopoly held by major state powers 
on the possession of high-tech weapons 
continues to decrease, allowing smaller 
states and non-state actors to acquire 
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disruptive technologies. A broad array of 
low-cost, unsophisticated technological 
advancements, such as drone and robotic 
technologies, are readily accessible and can 
be employed innovatively as weapons.

b. Uncontrolled access to technology 
challenges existing frameworks.  
Technology advancements continue to 
outpace the international community’s ability 
to develop compliance strategies, legal and 
policy frameworks. Some states and non-

state actors may be less constrained in how 
they employ unproven technologies. One 
example where this is particularly acute is 
the leveraging of dual-use components in the 
acquisition of WMD by states and non-state 
actors.
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GLOBAL
NETWORK
DEVELOPMENT

6. Interconnectedness and digitalization 
have increased the volume and value of 
information. The scale and speed of networks 
in cyberspace allow individuals and groups 
immediate access to vast amounts of data 
and knowledge. Data is a strategic resource.  
Massive deployment of sensors through the 
Internet of Things and real-time processing 
of the collected data will enable a new set 
of analytical tools that enhance decision-
making. The massive amount of information 
presents lesser challenges for processing and 
storage; however, bandwidth and connectivity 
could be a problem as they lag in development 
compared to other areas.

7. The number of sensors in the environment 
is increasing exponentially. Networks are 
becoming ubiquitous, creating a denser 
and broader situational awareness. These 
networks will become embedded in our 
lives and interwoven into everything that we 
do, seamlessly fading into the background. 
Furthermore, these networks are increasingly 
being created and used in a distributed 
manner, with no central node or control, which 
when combined with a lack of governance, 
creates challenges between utility and privacy. 
As states try to govern, defend and control this 
notional environment, some networks will 
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establish themselves in ungoverned areas 
such as the ‘dark web’.

8. The cycles of technology-induced societal 
and economic change are becoming 
increasingly fast. The Internet has promoted 
increased citizen advocacy and government 
transparency. Increased access to information, 
particularly via social media, can be a catalyst 

for social mobilization; for example, an event 
that in and of itself would not be significant 
can be amplified when shared an enormous 
number of times across a network.

9. Finally, global networks provide the 
opportunity for the dissemination of 
information to large audiences for shaping 
global opinion. For example, where such 
networks are under state control, information 
generated by external sources can be 
withheld, modified or censored, and a state’s 
own message can be spread unhindered and 
without refute.
 

IMPLICATIONS
a. The increasing number of sensors, 
access to data and global networks 
generates operational vulnerabilities. 
States and non-state actors with malicious 
intent will have the ability to access 
information at an unprecedented rate, 
potentially gaining sensitive knowledge to 
use against members of the Alliance. This 

could increase the risk to NATO military forces 
operating in an environment of ubiquitous 
surveillance. Additionally, as access to data 
continues to increase, procedures will need 
to be developed or amended to consider the 
growing vulnerability of information.

b. Opportunities to exploit sensors, data, 
and global networks. Use of the rapidly 
evolving open-source and commercially 
available data will enable the Alliance to 
meet the challenges of the future information 
environment. NATO needs to develop 
capacities to detect both subtle and seismic 
changes in the information environment and 
understand them on local, operational and 
global levels.

c. Adversaries will use global networks 
for dissemination of false or misleading 
information.  Adversaries will increasingly 
use global networks to disseminate false or 
misleading information to influence public 
opinion and decision-making. The Alliance 
will require an agile approach to strategic 
communication in order to maintain an edge.
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10. The commercial sector will be increasingly 
dominant in technological development. 
Reductions in defence-specific research 
brought about by reduced budgets, and 
the application of commercial innovations 
to military requirements, has seen the 
commercial sector overtake defence research 
and development. There is an increasing need 
to leverage the commercial sector to support 
defence-specific research and development. 
Growing commercial entry into sectors 
such as space exploration/exploitation will 
strengthen this trend.

11. Governments may not be able to 
economically adapt technologies for 
their specific uses because of commercial 
ownership of intellectual property. As a 
result, some Nations may be challenged to 
tailor the latest commercial innovations for 
defence and security purposes. Moreover, 
the potential exists for adversaries to gain 
access to technological developments and 
knowledge by investing in corresponding 
commercial entities.

12. If a comprehensive view of the defence 
industrial base is not maintained, then critical 
skill-sets associated with some niche areas 
might be lost. Although new relationships 

CH
 4

.4

NATO UNCLASSIFIED - PUBLICLY DISCLOSED



53

The commercial 
sector has 
grown in 
areas where 
states used to 
dominate.

“

”
are being forged with non-traditional defence 
companies, the commercial sector may not 
address some areas of science and technology 
that are critical for defence innovation. 
Intellectual capital will flow where economic 
resources and opportunity lie. Moreover, 
there may be a geographic consolidation of 
some technologies within states that have 
more control over their commercial sector 
(e.g. supercomputer development in China) 
resulting in a greater ability to exploit new 
technologies.

IMPLICATIONS
a. State approaches are not keeping up 
with the commercial sector. The changing 
economics and technology of production 
and distribution, along with the shifts in 
consumer demand and the emergence of 
‘smart’ products, are pushing the commercial 
sector to explore radical new ways of creating 
and capturing value. The commercial 
sector has grown in areas where states used 
to dominate, such as space exploration 
technologies and the defence industry. As 
a result, commercial off-the-shelf solutions 
have become increasingly available and are 
appealing due to the lower cost and the rapid 
rate of technological advancement. However, 
using these technologies will continue to pose 
security concerns.

b. The Alliance will lose perishable skills 
that cannot be easily recovered.  With 
the reductions of military budgets, the 
overall defence industrial base has had to 
consolidate, and niche skills have been 
lost. As a result, fewer system integrators 
remain across the Alliance. Protection of the 
defence industrial base through targeted 
research and development (R&D) initiatives 
has been successful in some Nations, though 
R&D funding over the next decade is likely 
to continue to decline.  Nations will require  
re-investment in niche R&D areas, and focus 
on long-term acquisition strategies, to ensure 
an organic defence industrial base is viable for 
the future. In this regard, the NATO Science & 
Technology Organization (STO) and ACT foster 
innovation and multinational cooperation to 
actively pursue initiatives that can offer fruitful 
options to Nations to mitigate these negative 
trends.
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TECHNOLOGICAL
DEPENDENCIES

13. Operational effectiveness has become 
overly reliant on technology. For example, it 
has become very difficult to operate without 
wireless communication, global navigation 
satellite systems, or the Internet. The scale, 
pace of advancement and cost have made 
it unattractive for governments to develop 
redundant technologies solely for military use.

IMPLICATIONS
a. Reliance on certain technologies will 
create vulnerabilities.   The reliance of the 
military on certain technologies, such as 
space-based communication and navigation 
systems, reduces the resilience of the force 
if these technologies are denied. Old skills 
may need to be relearned and analogue 
technologies that are less vulnerable could 
be considered as back-ups. New applications 
are heavily reliant on additional bandwidth for 
data exchange and connectivity that requires 
use of commercial solutions. Resilience needs 
to be considered in design and information 
exchange requirements.
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”b. Necessity to protect critical civilian 
infrastructure. Governments and militaries 
are increasingly relying on the private sector 
to provide a range of services, including 
information and communications, power 
generation and distribution, oil and gas 
infrastructure, transportation, water, and 
emergency services. Non-government 
ownership of critical infrastructure and its 
voluntary or self-regulatory structure leaves 
essential services vulnerable to disruption. 
Given the continued military reliance on this 
infrastructure, governments will need to invest 
in its protection. The process of enhancing 
protection will continue to move slowly, as 
governments struggle to formulate affordable 
solutions to protect infrastructure.

c. Over expectations from technological 
solutions.  Improvements in technology may 
lead society towards an expectation that it 
can solve most problems. However, in order to 
address big challenges, political leaders and 
the public must first understand the problem 
and its nature, then have the ambition to 
solve it and have the support of institutions, 
regardless of the availability of technology.
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1. Globalization has shifted economic power. 
While globalization has opened markets 
and intensified international economic 
integration, it also has increased the economic 
influence of emerging countries. The advent 
of emerging markets has shifted jobs with 
cheap labour and eroded the economic 
base for the working middle class in Western 
countries, fuelling social inequality. This has 
direct implications for the ability of Western 
governments to generate tax revenue and may 
ultimately lead to a rejection of globalization, 
as observed in the rise of populism and 
anti-globalization political stands. Although 
growth in globalization is expected to 
continue, it is likely to be at a slower pace due 
to increases in nationalism, protectionism 
and regionalization.

2. Technology and free trade have opened 
markets, increasing opportunity and access 
but causing vulnerability. Access to and use of 
big data, and vastly interconnected financial 
systems have provided the net effect of 
enabling commodity and market globalization, 
thereby increasing the speed of transactions, 
and the transfer of goods and services. At 
the same time, they also have the potential 
to disrupt national economies due to lack 
of control, and the threat from cybercrimes 
and attacks. As national economies become 
more interdependent, the carry-over effect of 
any financial disruption, both regionally and 

globally, could act as a contagion with severe 
consequences to market stability.

3. Global population and economic growth, 
including a burgeoning middle class, will 
exponentially increase demand for natural 
resources. The increased production of  
technology-related goods is another factor 
driving growth in demand, particularly for 
rare earth materials. Although the share of 
renewable energy is likely to increase up to 30% 
by 2030, oil and other fossil fuels are expected 
to remain the main source for transport and 
electric power generation for the next two 
decades. Additionally, water, energy and food 
scarcity will present a continuing source of 
stress on the global community.

4. Defence expenditures will reflect changing 
government priorities. The existing burden 
on national economies will be increased due 
to the rise in competing demands for limited 
budgets. This may result in reduced defence 
spending. To mitigate shortfalls, multinational 
solutions could offer answers by leveraging 
federated capabilities, thus the burden of 
building, developing and maintaining a 
capability could be shared by nations.
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GLOBALIZATION
OF
FINANCIAL
RESOURCES

5. The global economy is projected to grow 
at an average of just over 3% per annum by 
2050; however, a slowdown in global growth 
is expected around 2020 as the rate of 
expansion moderates in China and in other 
major emerging economies. China is likely to 
become the largest economy by 2026-2028. 
India has the potential to become the second 
largest economy in the world in PPP terms by 
2050.

6. The growth in global debt in all sectors 
(government, corporate, and household) is at 
unprecedented levels as a percentage of Gross 
National Product (GNP). The International 
Monetary Fund (IMF) reported that global debt 
had grown by $57 trillion and reached $152 
trillion in 2015, a level higher than at the 2008-
2009 financial crisis ($112T). Major economies 
have not decreased their debt-to-GDP ratios 
since 2007. This is unsustainable and could 
precipitate a domino effect across financial 
markets far greater than the worldwide 
economic collapse of 2007. Innovative 
solutions to address the challenges and 
decompress the debt bubble to avert crisis 
will need to be developed. 
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7. An increasingly interconnected global 
financial system is more vulnerable to attacks 
by both state and non-state actors. Monetary 
systems outside of governmental structures 
are also developing, and the anonymous 
nature of cyber currency, like Bitcoin, increases 
susceptibility to misuse. Additionally, the 
growing use of transnational financial 

networks increases vulnerability to abuse 
by organized crime networks and non-state 
organizations using malware and hacking. 
Conversely, Bitcoin and digital finance, 
using technologies such as Blockchain, may 
introduce a digital revolution from “Internet of 
information to Internet of value” with positive 
consequences for growth in developed and 
emerging economies.

IMPLICATIONS
a. Erosion of trust in increasingly fragile 
financial institutions.  Disenfranchisement 
and disillusionment with the financial system 
have increased as a result of globalization. 
Interconnectedness of the markets makes 
them increasingly susceptible to a contagion 
scenario. Any future global economic crisis 
might spark populist and protectionist 
sentiments and a new rise in nationalism. This 
could have far-reaching implications for the 
solidarity and cohesion within the Alliance, as 

Nations become less inclined toward burden 
sharing and defence expenditures.

b. Lack of visibility on transactions 
supporting criminal and terrorist activities. 
Financing of terrorism and organized crime 
will become less visible and transactions 
less traceable through the exploitation of 

decentralized networks. This may challenge 
governments’ abilities to regulate and repress 
criminal activities and terrorism.

c. Growing interdependencies may reduce 
potential for interstate conflict. Due to 
economic interdependencies in financial 
markets, there is an increase in the threshold 
for major state-on-state conflict. The reduced 
tendency of interstate conflict represents a 
positive effect, with the reduction of the risk of 
major conflicts, but could potentially promote 
hybrid warfare, as nations will favour actions 
that are short of conventional war.
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8. Emerging technologies and the exploration 
opportunities availed by climate change 
may allow the exploitation of mineral and 
energy resources in previously inaccessible 
areas, such as the High North, and in possibly 
disputed regions, such as the South and East 
China Seas. The United States Geological 
Survey estimates that over 87% of the Arctic’s 
oil and natural gas resources (about 360 
billion barrels of oil equivalent) are located in 
the Arctic basin. As the polar ice cap continues 
to recede, allowing increased resource 
exploration in the High North and access via 
the Arctic Shipping Routes, territorial claims 
and economic exclusion rights will be asserted 
by nation states. Although the likelihood of 
a conventional offensive military operation 
in the Arctic is very low, militarization efforts 
mainly from Russia, should not be ignored. 
Similarly, China’s actions and intent in the 
South and East China Seas pertaining to 
island claims and economic exclusion zones 
will foster tension and territorial disputes 
with its regional neighbours and the USA. 
These regions are important for global sea 
trade, hold significant natural resources and 
promise extensive reserves of oil and gas.
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9. In tandem with climate change, the 
water, energy and food nexus will present 
a continuing source of stress for the global 
community. Climate change will affect 
how and where we grow food to meet the 
demands of an increasing world population. 
Water security and the stewardship of 
water, the sustainment of arable land for 
food production and the balance with the 
competition for biofuel demand will present 
a major challenge in resource management. 
Additionally, the increasing global 

consumption of meat and dairy products will 
require more arable land to support livestock. 
Production rights and shared resources, 
particularly pertaining to water supply where 
sources extend across national and territorial 
boundaries (e.g., lakes and rivers), can give 
rise to regional partnerships and strengthened 
political leverage, or conversely, be a source of 
boundary strife and conflict.

10. New technologies are expected to provide 
improved energy storage, increased energy 
efficiency, and new and renewable energy 
sources, all with the potential to reduce power 

generation costs, pollution and greenhouse 
gases. Climate change and the increasing 
regulations on fossil fuel emissions may 
have profound implications for national 
economies, as well as private companies, 
from both the supplier and user perspective. 

IMPLICATIONS
a. Natural resources will play an 
increasing role in power politics.  Natural 

resource exploitation and the 
leverage it provides has the 
ability to significantly shape the 
geopolitical arena. Control over 
natural resources could lead 
to the rise of new developing 
powers and promote new 
alliances that will challenge 
standing coalitions, as nations 
adjust to national and/or 
regional self-interests.

b. Resource-driven crises 
remain a constant. Fossil fuels 
are likely to remain the principal 
resource for global energy, but 
their use will face an uncertain 
period of adjustment to market 
conditions and the prospect of 
a new policy landscape after 
the Paris agreements. Access 
and control of resources will 
likely increase competition in 
disputed regions and introduce 
the potential for conflict.

c. Climate change has the 
potential to disrupt traditional 
areas of food production while 
offering new opportunities. 
Some regions may benefit from 
climate change, potentially 

with longer growing seasons or expanding 
arable regions. Conversely, other areas may 
be impacted by drought or the loss of access 
to traditional agricultural areas. Overall, 
the negative impacts of climate change 
will outweigh the possible opportunities, 
necessitating greater cooperation and 
cohesion to address resource-scarcity (i.e., the 
water, energy, and food nexus).
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INCREASED 
INEQUALITY

11. Widening inequality within nations is 
one of the most pressing trends that will 
continue to fracture and polarize societies. 
The distribution of wealth has tilted 
predominantly in favour of the extremely 
wealthy at the expense of the working middle 
class in the West. The middle class has felt the 
squeeze due to stagnation in real earnings, 
loss of benefits and overall compensation 
as the private sector has sought to reduce 
expenses by outsourcing support and labour 
costs and shifting from full-time to part-time 
employment. The upper 10% of population 
in net wealth have experienced the biggest 
gains since the recovery of the 2007 economic 
collapse, with the gains becoming exponential 
for the upper 1% to the upper 0.01%.

12. On the other end of the spectrum in the 
developing world, the poorest have realized 
an improvement in quality of life through 
access to basic services (water, healthcare, 
food, shelter) and have modest increases to 
income. Although the first UN Millennium 
Development Goal of halving the proportion 
of people whose income was less than $1.25 a 
day (considered as “extreme poverty”) was not 
completely achieved by 2015, 2 billion people 
did move out of poverty. 
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13. While inequality increased within nations, 
it has decreased between nations. Middle-
class incomes in China and India have drawn 
closer to the stagnating incomes of the middle 
classes in the developed world. Nevertheless, 
even if a rapidly growing consumer class exists, 
it may mask a rise in global income inequality. 
On the other hand, over 80% of global income 
differences is due to a still significant gap 
among the average incomes in different 
countries, and unskilled workers’ wages in 
rich and poor countries often differ by a factor 
of 10 to 1. This income disparity will affect the 
inequality among world populations and be a 
catalyst for migration as people seek a better 
quality of life and opportunity.

IMPLICATIONS
a. Differences between the haves and 
have-nots will increase. The widening 
chasm between the haves and have-nots will 
continue to cause social conflict, polarization, 
populism, nationalism and isolationist 
policies (protectionism), affecting women and 
men, young and old differently. Employment is 
the largest determinant in viable sustainment 
of the middle class and reducing inequality. 
However, employment opportunity in the 
West will be reduced due to outsourcing 
jobs to cheap labour markets and increased 
automation.

b.  Increased  inequality  will  drive 
migration. Inequality is a catalyst for 
migration and can have second order effects 
such as fractured and conflictual societies, 
violent extremism, nationalism, isolationism, 
and protectionism. Migration caused by 
inequality is expected to continue well into 
the future and will drive rapid urbanization, 
the rise of megacities and slum formation. 
The rise of megacities could also amplify 
the gap between urban and rural societies. 
Additionally, mass migration may increase 
civil unrest and pose a threat to security in 
the country of origin, as well as in transit and 
receiving countries.
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DEFENCE
EXPENDITURE
CHALLENGES 
IN THE WEST

14. Political commitment to long-term 
defence sustainment and procurement 
programmes is driven as much by internal 
factors as it is by world affairs. Nations need 
to balance competing domestic demands for 
budget share with their capacity to generate 
a growing and robust tax revenue stream. 
Servicing national public debt is taking a 
larger percentage of national budgets, as 
debt-to-GDP ratios have ballooned since 
2007. Major government programmes, such 
as social welfare, are under significant stress 
to keep pace with the demands of an ageing 
population, as there are more recipients and 
fewer payees into the system. Education, 
modernization, and infrastructure issues are 
often more prominent and visible, pushing 
defence funding to a lower priority.

15. While worldwide military expenditures 
decreased between 1988 and 2000, they 
increased again from 2001 until 2012 and have 
stabilized in recent years. USA and European 
military expenditures have declined in the 
drawdown from the Iraq and Afghanistan wars, 
but also as a consequence of economic crisis.  
In Central and Eastern Europe, however, the 
trend turned upwards with a 7.5% increase 
in defence spending after the illegal Russian 
annexation of Crimea and the subsequent 

CH
 5

.4

NATO UNCLASSIFIED - PUBLICLY DISCLOSED



65

Reactions to 
Russia’s re-
assertiveness, 
long-term 
strategic 
ambitions 
and return to 
power politics 
is driving NATO 
to adapt its 
capabilities 
and readiness 
posture.

“

”

crisis in Ukraine. The Wales Summit 
declaration formalized the Alliance Nations’ 
intent to reverse the trend in budgetary decline 
and reach the guideline of a 2% GDP defence 
spending within a decade (2024). Nations were 
able to change a decreasing defence spending 
trend in 2016, which resulted in an increase by 
3.8% in real terms among European Allies and 
Canada. Projections to 2045 show an increase 
in military spending among most major world 
powers.

IMPLICATIONS
a. Increased defence spending due to 
rising regional tensions and fair burden 
sharing.  As Russia increasingly asserts claims 
on its ‘near-abroad’ and economic exclusion 
rights, disputes with regional nations will 
heighten and maritime lines of commerce 
will be threatened. Reactions to Russia’s re-
assertiveness, long-term strategic ambitions 
and return to power politics is driving NATO to 
adapt its capabilities and readiness posture. 
Progress toward meeting Warsaw and Wales 
commitments is likely to increase defence 
spending and address fair burden sharing 
concerns. However, a potential increase in 
Western defence spending might create a 
security dilemma and start an arms race, as 
was the case during the Cold War.

b. Realignment of expectations with 
national fiscal priorities. Competition 
and stressed government budgets will limit 
NATO’s reaction options. Levels of ambition 
and expectation will have to align with fiscal 
realities and constraints. Individual nations 
may be forced to specialize in development 
of specific military capabilities and form 
collaborative partnerships in order to meet 
their defence requirements and manage costs. 
This may create potential critical shortfalls 
in the fulfilment of the Alliance Minimum 
Capability Requirements.
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1. Environmental issues are dominated by 
climate change and its far-reaching and cross-
cutting impacts. A large and growing body of 
data, in particular the work presented by the  
Inter-Governmental Panel on Climate Change 
(IPCC) in its 5th Assessment Report, led 
governments to meet in Paris in 2015 at the 
21st Conference Of the Parties (COP21), to 
discuss greenhouse gas emission targets to 
mitigate the causes of climate change. By 
COP22 in Marrakesh a year later, the Paris 
Agreement had been ratified by 111 nations 
representing ¾ of global emissions.

2. However, even if the targets were met today, 
any mitigation efforts would not have impact 
for at least two decades, and so climate change 
will continue along its current trajectory 
through 2035 and beyond. The consequence 
of this will be that oceans will warm, Arctic 
sea ice and glaciers will shrink and sea levels 
will rise. Rainfall patterns will change and 
overall surface temperatures will increase. 
The natural ecosystem and human habitats, 
agriculture, food and water systems will all be 
affected in some way. The instabilities caused 
by these changes, while not necessarily direct 
drivers, will exacerbate existing tensions in 
the human, political, and economic spheres, 
and for this reason climate change is often 
described as a Threat Multiplier.

3. However, scientific advances and 
increasing computing power mean that 

weather and climate prediction and early 
warning will become increasingly long-range, 
more accurate and available. Employing this 
knowledge with intelligent application of risk-
based methodologies will allow governments 
and authorities to take positive steps to plan, 
prepare and respond to events that are related 
to climate, environment or natural disaster.

4. Aside from climate change, environmental 
security remains an area facing a multitude 
of challenges, including loss of biodiversity, 
stresses on water and food supplies and 
threats to other ecosystem services that 
directly or indirectly support human life. 
Much of the stress is a result of the demands 
of a rapidly growing population, its use of 
resources and its damaging, unsustainable 
activity. Disease outbreaks are growing in 
number and a pandemic outbreak, whether 
natural or engineered for bioterrorism, would 
threaten international stability. For the most 
part, the threats to environmental security 
will be compounded by the effects of climate 
change.

5. Natural disasters will have greater impact, 
partly due to increases in frequency and 
severity of extreme weather events, but also 
due to shifts in the areas and times of the 
year where these events may occur and to the 
growth in the size of exposed populations.
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Climate Change 
is a Threat 
Multiplier. It not 
only threatens 
to exacerbate 
conflicts within 
and between 
States, it is 
itself a threat to 
international 
peace and 
security.
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ENVIRONMENTAL /
CLIMATE CHANGE

6. Climate change is drawing unprecedented 
international attention because it impacts 
nearly all domains and is a compounding 
factor for other existing issues. The Paris 
Agreement is an indication that nations may 
take positive steps to reduce or mitigate the 
effects. However, short of employing extreme 
geoengineering, such as Solar Radiation 
Management and Carbon Dioxide Capture 
and Removal (SRMCDCR), which carry great 
technical, legal and political challenges and 
risk of unforeseen/unintended consequences, 
the effect of climate change along its current 
trajectory will continue unchecked over 
the next two-to-three decades, regardless 
of international mitigation efforts. As a 
consequence, direct impacts will be felt: 
Arctic sea ice will continue to shrink and thin, 
the Greenland ice sheet and glacier volumes 
will reduce, and the extent of near-surface 
permafrost in high northern latitudes will 
recede. In addition, sea levels will increase 
through ice-melt and ocean thermal 
expansion. Likewise, changes to rainfall 
patterns will occur, with climate projections 
indicating increases in precipitation in high 
latitudes and tropical regions, and decreases 
in mid-latitude and subtropical dry regions. 
There will be increased intensity and frequency 
of high surface temperatures and heatwaves.
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Demands 
for water 
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are set to be 
unsustainable.
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7. The changes in climate will bring 
challenges and opportunities. Rising sea-
levels will continue to threaten low-lying 
coastal states and regions and increase the 
impact of storm surge events. The movement 
of the temperature band suitable for key crops 
will lead to reduced yields in lower latitude 
regions along with increased water stress. But 
the same shift of temperature could result in 
increased productivity further north, including 
in regions where agricultural productivity is 
primarily limited by cold, and for crops that 
are able to benefit from the enrichment of 
the atmosphere with CO2. Retreating Arctic 
ice will open up access to new resources 
and introduce the possibility of trans-Arctic 
shipping for at least several months of the 
year, which could cut distances between Asia 
and Europe by a third.

8. Changing climate regimes will also shape 
the security environment in numerous indirect 
ways that impose stresses on current ways 
of life, on individuals’ ability to subsist and 
on governments’ abilities to keep pace and 
provide for the needs of their populations. 
The costs of adaptation and mitigation can 
be extremely high and fall disproportionately 
across the globe, such that some of the 
world’s poorest nations, which contributed 
very little to creating the crisis, will face some 
of the greatest challenges. The legitimacy of 
governments could be undermined by their 
inability to respond to evolving climate and 
environmental stressors, and thereby failing 
to uphold the implicit social contract with 
their populace. Where governance fails and 
populations migrate, power vacuums could 
be created, allowing other state and non-state 
actors to move in and take advantage of the 
situation.

9. The scientific evidence-based and general 
understanding of climate change is growing, 
and will be available for the Alliance to employ 
in a systematic way when conducting long-
term planning and risk assessments. Many 
governments have begun implementing 
adaptation measures and the Alliance will 
need to consider its own adaptation plans 
as part of its strategic thinking. Additionally, 
defence organizations will be directly 
impacted by new climate-related legislation 
and by increased competition for the financial 
resources allocated for defence spending.

10.   The global focus on climate adaptation 
and mitigation measures may also offer 

improved efficiency technologies, which could 
be beneficial to military forces, especially if 
they provide more efficient use of supply-chain 
resources, greater energy independence or 
improved resilience. Furthermore, a growing 
international willingness to invest and act 
together to combat this global challenge 
could in itself act as a unifying stabilizer in 
international relations.

11. Aside from climate change, the demand 
for natural resources is growing as a direct 
result of population growth, urbanization 
and improved living standards. Water and 
food security are growing concerns; in 
particular, demands for water are growing 
faster than population growth and are set 
to be unsustainable. Despite massive efforts 
and improvements in the past 20 years, an 
estimated 663 million people still rely on 
unimproved water sources, and 2.4 billion 
lack sanitation. The problems are worst in 
Sub-Saharan Africa, Oceania and Central 
Asia, with rural areas being affected the most. 
Globally, agriculture takes 70% of total water 
use, and energy production (the greater part 
of industrial consumption) accounts for more 
than 15%. Even with more efficient use in the 
future, demand from each of these sectors 
is set to grow and will challenge for greater 
shares.

12. Managing water allocation presents 
difficult choices, especially where supply 
crosses national boundaries. In some cases 
this has led to water treaties and acted as a 
force for stability, but in others, competition 
for water could lead to conflict. Where water 
scarcity or mismanagement exists, localized 
or even inter-state conflict can result. At the 
extreme ends of the scale, drought is assessed 
to have affected 50 million people in 2015 
and flooding, 27 million. Water crisis is ranked 
as one of the top 5 risks in the 2017 Global 
Risk Report. Climate change is expected to 
exacerbate the problems, with rainfall patterns 
shifting away from already dry regions and 
towards wetter ones. More broadly, losses to 
bio-diversity and the stresses on eco-system 
services may reduce resilience and carry deep 
consequences that will be difficult to quantify 
or address.

13. The number of emerging infectious 
disease outbreaks is increasing year on 
year, due to population growth, increased 
urbanization and more abundant and rapid 
travel. Even with medical advancements and 
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better containment methods, nations would 
struggle with a serious pandemic outbreak. 
In addition to viral threats, more bacteria 
are becoming resistant to antibiotics, with 
resistance estimated to be responsible for 
over 2 million infections and 23,000 deaths in 
the USA in 2015.

14. The 1918 influenza pandemic killed 
in excess of 50 million people, and more 
recent epidemics, such as SARS, H1N1 
and Ebola, albeit with far fewer deaths, 
have nevertheless caused huge social and 
economic disruption and have served to 
act as a warning for what could come. 
Weaponizing a pathogen is relatively easy 
and well within the grasp of would-be  
bio-terrorists. The response to Ebola 
highlighted deficiencies in almost every 
aspect of global defence against potential 
pandemics and “the conditions for infectious 
disease emergence and contagion are more 
dangerous than ever”. The impact of a major 
pandemic would be globally destabilizing 
and could leave affected nations extremely 
vulnerable to external intervention.

IMPLICATIONS
a. Increased range of activities in the 
Arctic due to growing accessibility. The 
Arctic region will increasingly open to a range 
of activities, such as oil, gas and mineral 
exploration and exploitation, fishing and 
tourism by Arctic and non-Arctic nations, 
presenting opportunities and challenges 
that will need to be considered. Growing 
accessibility will also allow increased military 
use of the High North and Arctic regions.

b. Climate and environmental challenges 
to governance. Lack of effective governance 
may allow other state and non-state actors to 
exploit the power vacuum. Under-governed or 
un-governed areas due to newly inhospitable 
local climates or in the aftermath of pandemic 
could provide refuge or safe havens to 
potential adversaries.

c. Increased requirements for 
environmental awareness. Allies will need to 
consider climate and environmental stressors, 
extreme weather events, changes to seasonal 
weather patterns, as well as water and food 
security issues in their situational awareness 
and their planning processes. New data for 
improved climate and weather forecasting 
can be used to inform planners and decision 
makers.

Weaponizing 
a pathogen is 
relatively easy 
and well within 
the grasp of 
would-be bio-
terrorists.

“

” d. Impacts of climate change adaptation 
and mitigation measures. Nations will need 
to improve resilience by addressing climate 
adaptation measures for their infrastructure 
and equipment. Increased pressure will 
probably be placed on defence to shoulder 
its share of climate mitigation plans as well. 
Adoption of new, efficient or renewable energy 
technology may help to meet this remit and 
prove militarily advantageous.

The following factors may inhibit commercial 
expansion in the region: the economic balance 
of reduced fuel cost and transit-times due to 
shorter passage routes, against increased costs 
for ship strengthening, equipping, operating 
and insurance; the high costs and difficulties 
of maintaining infrastructure on thawing 
permafrost; the risk of environmental damage, 
and the massive clean-up costs and litigation 
that would be levied against those responsible 
for incidents and the license-issuing states. The 
Arctic will still be an exceptionally unforgiving 
operating environment, made worse by 
increased severe storm conditions as a result of 
climate change effects.

Sources: Lloyd’s Chatham House, 2012. See also Financial Times Online, 
2016. US Navy, 2014.

ALTERNATIVE VIEW - 
ARCTIC REGION NOT
EXPLOITED AS 
ANTICIPATED:
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NATURAL 
DISASTERS

15. Natural disasters will have increasing 
impact, partly due to overall increases in the 
severity and prevalence of severe weather 
events, but also due to changes in the regions 
and times of the year where these events 
may occur, and increases in the population, 
infrastructure and assets that are exposed. 
Regions that are accustomed to hurricanes 
have adapted over time to this threat by 
developing infrastructure standards to cope; 
similarly, arid regions have developed farming 
patterns to suit. However, with an expected 
rise in severe weather events and a change 
in their patterns, newly affected regions may 
struggle to actively adapt. This could be 
further compounded by cascading disasters, 
both natural and also manmade, such as 
the 2011 Japanese earthquake and tsunami 
that triggered the nuclear crisis in Fukushima 
Daiichi.

16.  Some nations will not be able to cope 
with natural disasters and still meet the needs 
or expectations of their populations. It may be 
enough to force migration or displacement. 
There were 19.2 million new displacements 
associated with disasters in 113 countries 
across all regions of the world in 2015. 
Disasters accounted for twice as many new 
displacements as conflict (8.6 million). Climate 
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change, in tandem with people’s increasing 
exposure and vulnerability, is expected to 
magnify the impact of natural disasters, 
as extreme weather events become more 
frequent and intense in the coming decades.
 
17.  Natural disasters are likely to have differing 
effects on NATO Nations. While many of them 
may escape the extremes of change, there is 
an increasing likelihood that a Member Nation 
could suffer a major disaster, which could 
affect its ability to contribute to existing or 
emerging Alliance operations.

18. The interconnectedness and inter-
dependence of global supply chains and 
the low stock-holding levels common in 
advanced logistic management 
are advantageous in terms of 
economic and resource efficiency 
and the ability to accurately 
meet demand without surplus. 
However, the leanness of the 
modern system and the small 
number of suppliers for some 
key materials and goods can 
also leave nations unwittingly 
exposed to serious impact and 
unexpected deficiencies in their 
resilience when the supply chains 
are disrupted even briefly by 
disasters on the other side of the 
world. For example, the March 
2011 Fukushima disaster affected crucial 
automotive industry supplies worldwide, and 
again in April 2016, a double earthquake hitting 
Kumamoto, Japan, halted key production of 
Sony image sensors, used globally including 
by Apple.

19. On a positive note, predictions and 
early warnings will become increasingly 
far-sighted, and there is much that can be 
done to address the defence and security 
implications through intelligent application 
of risk-based methodologies to plan, prepare 
for and respond to events related to climate, 
environment or natural disasters.

IMPLICATIONS
a. Increased requirement for Humanitarian 
Support. Allies will more frequently be 
working in areas of humanitarian aid, which 
will require truly comprehensive (military, 
governmental and non-governmental) 
interoperability. Education and training 

schemes will need to encompass climate risk 
and humanitarian aid. Given the increased 
likelihood of civilian/military cooperation 
being required, enhanced understanding 
and trust will be needed between civilian and 
military entities, including non-governmental 
stakeholders, to ensure effective strategic 
coordination, planning and execution of 
disaster relief and humanitarian support 
operations.

b. Unavailability of national military 
assets due to natural disaster. A large scale, 
environmentally-triggered disaster within a 
NATO Nation is increasingly possible, requiring 
a major employment of their military to relief 
operations. As nations increasingly respond to 

disasters with the use of their military to aid 
civil authorities, there will be a subsequent 
effect on military training, readiness and 
availability of forces. This could affect the 
overall readiness of the Alliance.

c. Increased requirement to improve 
resilience. A better understanding will be 
required of the civil and military vulnerabilities 
of Nations to environmental, climate or 
natural disaster-related disturbances in the 
global supply and distribution system of 
food, water and key resources. This, along 
with the understanding of civil preparedness 
and interdependence between services, is an 
essential element for improving sustainment 
and developing NATO resilience.

With an 
expected rise in 
severe weather 
events and a 
change in their 
patterns, newly 
affected regions 
may struggle to 
adapt.
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1. The Strategic Foresight Analysis (SFA) is a 
collaborative effort drawing on expertise and 
resources from NATO and partner nations, IOs, 
industry and academia for identifying trends 
and implications that are likely to shape the 
future security environment. It is built upon 
the analysis of commonalities and differences 
in order to understand diverging visualizations 
of future challenges, opportunities and 
relevant implications facing the Alliance. The 
SFA provides a baseline for an Alliance long-
term perspective that is essential to success in 
a period of unprecedented changes resulting 
from a dynamic and complex world.

2. The SFA highlights and discusses 
several debated issues, such as the fate of 
globalization, the impact of polarization, 
the future of AI, the rise of China and the 
redistribution of geostrategic power. While 
the West might be less dominant in the 
future economic order, NATO Allies can still 
influence the future security environment by 
the strategic choices that they make today. 
Although the levels of violence linked to 
armed conflict have shown a decreasing trend, 
the security environment around the Euro-
Atlantic region has become more volatile, 
with a growing potential for interstate conflict 
and increased terrorism threat, polarization 
and regionalization. Rapid, and in some cases 
disruptive, changes associated with the shifts 

of power and challenges to the existing world 
order are likely to take place in the next two 
decades. In this context, NATO will continue 
to provide the main framework for collective 
defence of the Euro-Atlantic region.

3. The SFA 2017 Report provides NATO leaders 
and defence planners with a perspective of 
the challenges and opportunities facing the 
Alliance in the coming decades. The SFA also 
serves as an intellectual foundation for the 
development of the Framework for Future 
Alliance Operations (FFAO) 2018 Report. 
Together, the SFA and the FFAO will inform 
the 2019 NDPP cycle, and may provide an 
input into the development of NATO Nations’ 
security and defence plans and strategies as 
part of an enduring and continuous Alliance 
transformation.

NATO will 
continue 
to provide 
the main 
framework 
for collective 
defence of the 
Euro-Atlantic 
region.

“

”“Looking into this future is challenging. However, the difficulty in looking 
ahead does not excuse the military professional from considering the 

demands of future war.”  U.S. Joint Staff, JOE 2035
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APPENDIX A 
 

SUMMARY OF 5 THEMES, 20 TRENDS, AND 59 IMPLICATIONS FOR NATO 
   THEMES                        TRENDS                                  IMPLICATIONS  
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1. The redistribution of geostrategic power. The predominance of NATO and the 
West is likely to be increasingly challenged by emerging and resurgent powers. 

a.  Challenges to the rule-based world order. 
b.  Euro-Atlantic relations and Alliance cohesion challenged. 
c.  Increased requirement for cooperation with other actors including 

rising powers. 

2. Use of power politics. The importance of NATO has increased for collective 
defence of the Euro-Atlantic region as it is the main framework that maintains a 
robust and an appropriate mix of nuclear and conventional capabilities. 

    a. Increased potential of confrontation and conflict. 
b. Nationalism and divergent risk and threat perception. 
c. Requirement for a robust and credible deterrence and defence. 

3. Non-state actor influence in domestic and international affairs. Non-state 
actors are expected to exert greater influence over national governments and 
international institutions and their role is likely to expand. 

a.  Growing complexity due to a wide variety of non-state actors. 
b.  Requirement for closer cooperation with non-state actors. 
c.  Increased role of private actors for security. 
d.  Increasing concerns for the Protection of Civilians. 

4.  Challenges to governance. Emerging powers are increasingly challenging 
established global governance institutions and requesting greater roles. Existing 
governance structures, particularly in weak and failing states, are not sufficiently 
addressing the requirements of the broader population.  

a. Duplication of existing global governance structures 
b. Increased requirement for partnership and inclusive governance.  
e.  Projecting stability beyond the Euro-Atlantic region. 

5. Public discontent/disaffection and polarization. In western countries, risks 
such as undermined legitimacy of the government mandate, political impasse and 
the difficulty of implementing reforms and social polarization are likely to be 
increased. 

a.  Lack of trust in governments and institutions. 
b.  Increasing polarization in the West and developing countries. 
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6. Asymmetric demographic change. The worldwide ageing populations will cause 
major challenges for some economies and government budgets. Gender inequality 
will further destabilize demographic change. However, the population in countries 
with a high fertility rate will remain relatively young, as seen in Africa, thus creating 
a youth bulge and potential for migration. 

a.  Ageing populations will strain resources. 
b.  Youth bulges leading to instability and migration. 
c.  Failed integration of migrants. 

7.  Increasing urbanization. Urbanization is increasing at different rates globally, 
with the highest growth rates in the least developed parts of the world thus 
creating the challenge of providing adequate basic services and a functioning 
infrastructure to ensure a minimum quality of life for citizens. 

a. Increasing urbanization might lead to resource competition. 
b. Ownership and control of critical infrastructure could be 

contested. 
c. Governance challenged by uncontrolled urban growth. 
d. Dependence of littoral urban areas on sea lines of 

communication. 
e. Increased urbanization may require NATO involvement in urban 

areas. 
8. Fractured and/or polarized societies. Polarization of societies has become a 
worldwide phenomenon; however, western developed nations are particularly 
vulnerable due to increased empowerment of individuals. Polarization can also 
exist between countries. 

a. Polarization causes instability and civil war. 
b.  Instability along NATO’s border causing large-scale migration. 
c.   Fractures in society might undermine trust and legitimacy. 

9. Increasingly connected human networks. Human networks are expected to 
continue to be increasingly decentralized thereby allowing unforeseeable threats. 

a.  Increasingly decentralized and diverse human networks. 
b.  An increasing need to understand human networks. 
c.  The need for influencing human networks with effective and 

precise strategic communication is increasing. 
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